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Hightail
Administrator Guide

This technical guide offers step-by-step instructions
for administrators on how to set up your Hightail
Business account.
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Welcome to Hightail

Thank you or choosing Hightail to power your organization's secure file sharing and
collaboration. This admin guide will help you quickly get your organization set up with your
Business account. We'll cover everything that a Hightail administrator is responsible
for, including how to add members and assign roles, establish organization-wide security-
sharing permissions, set branding and build user activity reports.

If you or your end users have any questions while getting started, we have a
customer support team dedicated to organizations on the Hightail for Business plan.
Additionally, our Knowledge Base is available 24/7 for on demand access to your
frequently asked questions.

-The Hightail Team
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Member management

Through your Hightail Administrator account, you can easily manage your organization’s
Hightail users.

To get started, click your avatar in the top right-hand corner of the Hightail web
application to access your profile and account information. Click on the button labeled
View Admin Console. You can also access the Hightail Admin Console members page
by visiting spaces.hightail.com/admin/members while logged into your Hightail account.
The Admin Console is where you are able to add members, manage members, view

the status of each of your members and confirm the total number of remaining seats
available in your organization account.

ALLMEMBERS (8] Unlimited Seats Q
' e wa b _userBropmakcom Member o rcve Moreh 27 2019 225pm ®
a bavia abc_mambar@yopmaiLcom Manager o hctve March 272019 12235 &
@ e Green e _manager@yopmalicom Monager o seive october 292018 43%m ®
n Jason jasonhightail2@yahoo.com N/A ® Disabled July 26 2019 9:a3am RE-ENABLE
n Kristin Hughes abc_employee2@yopmail.com Member ® Active May 10 2018 2:39pm @

From the Admin Console, you can also export a complete .csv file of all of your members
and search for members in the Find Users field.
Inviting users

To add members to your organization, click on the Add Members button. You can manually
invite each user or import a .csv file to invite a group of users. The format for the .csv file is
two columns (Full Name, Email) with no header.

Initially, the new member’s status will be listed as invited.

AL MEMBERS (9] Unlinited Seats Q miq

(o B obe_user2@yomalcom Member * vied ®
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The member will receive an email invitation to set up their Hightail account.
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Join the ABC Company on Hightail

You've been invited to join the ABC Company organization in Hightail
Now that you're a part of the ABC Company team, you have full access to
the Business plan features included in their account.

To join the ABC Company account and start collaborating in Hightail, click
the button below and sign in to Hightail with your leo@abc-company.com
email address.

If you have questions, please contact your Administrator, ! Smith, or

the Hightail support team by emailing ent S€ 3il.com, or
by calling us at 1-866-844-7023.
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Sign up to join
ABC Company
Full narme
abc_user_l@mailinator.com
Please maki e your password includes ai
e anuppercase e a

e a special character ($,%,@.#...etc.]
* 8 characters

Name or email incorrect? Contact your Team Admin.

Once the member accepts the invitation, they will enter their name and establish a
password to complete sign-up for their account. The member will now appear in the
Admin Console as active.

Assigning roles

By default all newly added users of your account will have the “Member" role.

To edit the role of each user, simply click the menu button inline with the selected user,

then select Edit. You'll now see an arrow inline with each user in the Role column. Select
the appropriate role(s) for each user. Be sure to click the green checkmark once you're
done assigning roles. This will save your new role assignments.
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There are four different roles within Hightail:

Administrator — All Admins have the same rights and permissions as the Primary Admin,
including access to the Admin Console with the ability to manage users, run usage
reports and set policies that are outlined in the Settings section.

Space Manager — Can access any Space created by your Business account users.
Access to all Spaces within the organization grants the Space Manager access to edit
the content, sharing permissions, tasks and approval requests within each Space.

Team Manager — Can access the “Team View," which allows them to configure
a dashboard to view multiple users' progress, including their to-do's, follow ups
and approvals.

Member — Has full access to all file sharing and collaboration functionality, but does
not have any privileges of the Administrator, Space Manager or Team Manager.
This is the default setting for all newly created users on your account.

Disabling users

If you need to disable a member, select the menu button inline with the selected user and
choose Disable. A message will appear to confirm that you want to disable that member.
A disabled member will appear on your member's list as disabled in red under the status
column. You may re-enable the user at any time. Disabled users do not count towards
your total license allotment.

Transferring Space ownership

As an administrator, you can transfer ownership of all Spaces and Projects owned by a
particular user to a different user. On the Members page, click the menu option to the far
right of the name of the user whose Spaces you want to transfer.

Y REPORTING  SETTINGS opentext: st

SHIFT OR CMD CLICK TO SELECT MULTIPLE USERS Unlimited Seats. EXPORT ADD MEMBERS.

Alice Wu abe_user@yopmail.com Member ® Active Marc gy

DISABLE
David Yu abc_member@yopmail.com Manager ® Active Marc  TRANSFER SPACE OWNERSHIP
Dede Green abc_manager@yopmail.com Manager ® Active October 29 2018 4:33pm

Jason Jason.dill@yopmail.com Member ® Disabled November 29 2018 9:55am

Jason jasonhightail2@yahoo.com N/A ® Disabled July 26 2019 9:43am

299099 0

Member ® Active May 10 2018 2:39pm

Then choose who you want the new owner to be. You have the option of transferring
ownership of all Spaces and Projects, or only selecting specific ones.
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Transfer ownership of James Smith's 3 Spaces and 4 projects
tO enter member's name and email
3 SPACES TO BE TRANSFERRED 4 PROJECTS TO BE TRANSFERRED
n Sample Space Q 0 Client #1 Q
6 Logos (V] Summer Project Q
Brand Video 0 Spring Project 0
Client #2 0

Organization settings

As the Administrator of your Hightail account, you can set specific permissions for your
entire organization.

From the Settings tab in your Admin Console, you can set permissions for all users in your
account. Note, these permissions cannot be overridden by end users.

Space permissions
There are seven Space permissions available that you can apply to all members' Spaces.

Access codes required — Adds protection to a Space by requiring anyone with the unique
URL to also input an access code as set by the Space creator.

Access code complexities — Requires that all access codes meet specific
complexity standards.

Downloads restricted — Prevents users from downloading files that have been uploaded
into Spaces. Users are able to view and comment using the application, but they are not
allowed to download.

Guest commenting - Allows users to comment without creating a Hightail account. Guest
commenters will not receive email notifications of new comments.

Public Spaces allowed - Allows Spaces to be configured as publicly accessible, meaning
they do not require login to access. If a Space is made public, it can be accessed by
anyone who has the URL. If set to NO, all Spaces will be private and require login from
users with whom they are shared.

Default Space permission - If public Spaces are allowed, this allows you to choose which
default setting all newly created Spaces will have.

Approval restart after versioning — After a file is versioned, any approval request on
the file will automatically restart with the same approvers. If this setting is turned off,
versioning a file will erase the prior approval request.
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Space permissions

Access Codes Required Access Code Complexities Downloads Restricted

Guest Commenting Allowed Public Spaces Allowed Approval Restart After Versioning

Default Space Permission

Send permissions

There are four Send permissions available that you can apply to all members'
Send capabilities.

Access codes required — Adds protection to sent files by requiring anyone with the
unique URL to also input an access code as set by the sender.

Access code complexities — Requires that all access codes meet specific
complexity standards.

Verify recipient required — Recipients will be required to log in or create an account in
order to download the file(s).

File expiration enforced — Requires all files to expire in the time period selected.

Send permissions

Access Codes Required Access Code Complexities Verify Recipient Required File Expiration Enforced
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Third-party connections

Hightail gives users the ability to link to other third-party services so that they can send
or add files from these other select file storage services. The services Hightail can link
to are:

* Dropbox”

* Google Drive™

* Microsoft’ OneDrive’
* OpenText” Core Share

As an administrator, you have the ability to disable these third-party connectors so users
will not see these options.

MEMBERS ~ ACTIVITY ~ REPORTING  SETTINGS ‘opentext: fmsa

Services

Dropbox Allowed ¥ Google Drive Allowed &  OneDrive Allowed @  Core Allowed [

Account security

For an added layer of security, Hightail provides two-factor authentication (2FA) login
capabilities for all users. As a Hightail admin you can:

* Require all users on your account to use 2FA whenever they log in,
* Disable 2FA for all users, or
* Allow users to individually choose if they want to use 2FA.

Please note, 2FA is not available for customers using SAML/SSO.

Two-factor Authentication

® OPTIN

O FORCE DISABLE

enable

UPDATE

two-factor authentication
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Branding

Choose your logo to brand your Hightail account. The ideal logo size is 128x128 pixels.
Enter specific text into the Email Footer Text section to customize your Hightail- generated
email notifications.

Branding
F Email Footer Text
CHOOSE YOUR LOGO
The ideala s between 11 and 21
Uplink

Uplink is a personalized link that allows anyone to send files directly to specific people
within your organization. Click on the Create Uplink button to create a personalized

link for your organization. Please note that the Uplink name cannot contain spaces or
underscores within the name. Enter the Display Information including your company name
and the welcome message that will appear on your Uplink page and within emails. You can
then add employees from your organization who are eligible to receive files through your
organization's Uplink.

You can also choose how long files sent through Uplink are available for download before
they expire. Under Uplink Accessibility you can choose if the download links can be shared
with other users who were not eligible recipients of your organization Uplink.

Uplinks

UPLINK FOR YOUR ORGANIZATION

Organization Uplink Url Uplink Display Information File Expiration

https://spaces.hightail.com/uplink/adminuplink12345 14 DAYS

Kurts Test Account

Please select all users from the recipient list

UPDATE

COPY LINK

UPDATE

Uplink Accessibility

All of your users are also able to create their own personal Uplink. You can select the Uplink
settings (File Expiration and Uplink Accessibility) to apply to their personal Uplinks, or users
can set their own File Expiration and Uplink Accessibility options.
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PERSONAL UPLINKS FOR YOUR MEMBERS

Apply organization uplink preferences to
individual uplinks

Reporting

With Reporting, you can see how your users are using Hightail. There are two areas within
the Admin Console to track organization usage.

Activity tracker

The Activity tracker allows you to view your members' Space activity. You will see an Activity
tab next to the Members tab when you open your Admin panel.

You can see the Space Name, Date Created, Last Activity, Followers, Files and the
number of Comments in the Space. You can also see the avatar of who created the Space
in the Created By column.

® = o= - s
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Usage reports

To access usage reports, start by logging into your account and clicking Admin Console>
Reporting, or by visiting https://spaces.hightail.com/admin/reporting while logged into
your Hightail account. To generate a usage report, select a date range using the calendar
views for the start and end date, then click on the Generate button.

@ MEMBERS ACTVITY REPORTING  SETTINGS

Usage Report
Select Date Range

The report will be published to your "Hightail Usage Report” Space.

GENERATE

Once you click on Generate, a Space will be created for all of your Hightail Usage Reports.
When the report is ready, you will see an indication that the report has been published.
Navigate to your Spaces and you will have access to two .csv reports. One report will
include all user collaboration and the second report will include all send activity within

the specified date range.

Usage Report

Your report has been published to your Space.

Select Date Range (6 days)
Thu Sep Ist 2016 Wed Sep 7th 2016

The report will be published to your "Hightail Usage Report” Space.
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Support

The Hightail customer support team is available by phone Monday-Friday from 7:00
am-4:00 pm PT, by chat Monday-Friday from 2:00 am-8:00 pm PT and by email 24/7.
You can also refer to the Hightail Knowledge Base for frequently asked questions
and troubleshooting.

Enterprise Support: 1 (866) 844-7023
Email: enterprise-support@hightail.com

Knowledge Base: https://hightail.zendesk.com/hc/en-us

About OpenText

OpenText, The Information Company, enables organizations to gain insight through
market leading information management solutions, on-premises or in the cloud. For more
information about OpenText (NASDAQ: OTEX, TSX: OTEX) visit: opentext.com.

Connect with us:

* OpenText CEO Mark Barrenechea'’s blog
e Twitter | LinkedIn

hightail.com/contact
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